In the post-Soviet era, libraries in Armenia, Azerbaijan and Georgia have faced increasing budgetary challenges. In response to socioeconomic restructuring and the introduction of private enterprise, libraries have been forced to seek alternatives to commercial publishing and licensing models. This paper will assess the status of the open access movement and of Internet filtering controls in the countries of the South Caucasus. It will also argue that developing open models for scholarly communications is crucial to the strengthening of liberal education and civic participation in these aspiring democracies. Libraries, in their role as providers of and advocates for shared information, have a vital role to play in this mission.
Introduction
Education to create an informed citizenry is vital to democratic participation. Yet, twenty years after the division of the Soviet Union, higher education in the South Caucasus continues to face fundamental challenges. At the level of infrastructure, this challenge takes the form of reduced budgets following the collapse of Soviet financing, resulting in the physical deterioration of libraries. On a pedagogical level, higher education in the region remains structured around the States (CIS) nation-states, are developing a reputation as innovators in a different area-that of Internet filtering and access control. We will argue below that impediments to the free flow of information stifle the development of critical thinking skills crucial to creating an informed, engaged citizenry and therefore, by extension, threaten to undermine the region's progress toward democracy.
I. Post-Soviet Library Challenges and Initiatives
Following the collapse of the Soviet Union, libraries in the former republics have enjoyed varying fortunes. More specifically, however, libraries in the South Caucasus have faced increasing budgetary challenges. In response to socioeconomic restructuring and the introduction of private enterprise, they have been forced to seek alternatives to commercial publishing and licensing models. The development of new models of scholarly communication plays an important role in addressing a lack of research library materials as a result of escalating costs.
However, before addressing the importance of these developments both financially and in terms of strengthening liberal education and civic participation, it will be helpful to briefly look at the development of research libraries since Armenia, Azerbaijan and Georgia gained their independence in the early 1990s and explore, in part, the university system inherited from the Soviet era.
Under Soviet rule, libraries in the South Caucasus enjoyed a steady level of support. According to Tatiana Usova, libraries were a priority for the Communist Party because they were "assigned a mission of spreading socialist ideas to the masses." 2 The collapse of the Soviet Union in 1991 left the former republics without the flow of funds necessary to support their infrastructures. This "cut short the libraries' ability to computerize their catalogs." 3 In addition, fractious republics which worked together cooperatively under the force of Soviet law, asserted their independence after more than seventy years. In the case of Armenia and Azerbaijan, this new freedom found expression in the continuing war over Nagorno-Karabakh while "Georgia has survived civil wars and the instability generated by the secession of Abkhazia and South Ossetia." 4 This outbreak of hostilities and political instability has compounded the problem of decreased funding.
As of 2005, Armenia, Azerbaijan and Georgia had had "no budget to buy resources for 15
years-no new books, no journal subscriptions, no databases." 5 The Consumer Price Index [in the United States] during the same period has increased by only 62 percent. 6 These price increases were exacerbated by a wave of consolidation within the commercial publishing industry. As John Willinsky notes, when major houses such as Reed Elsevier, Taylor and Francis, and Springer merge with smaller publishers and acquire their journals, the merger results in an average price increase of more than 20% for each journal. 7 If even elite institutions in North America were struggling with these conditions during the relatively prosperous 1990s, then imagine the effects on libraries in the former Soviet republics. and with the increasing cost of electronic databases and books, the need for library resources and a structure of financial support is more urgent than in the past.
II. Liberal Education and Democratic Participation
Much of this urgency comes from the fact that for the South Caucasus states, a crisis in liberal education could threaten democratic progress itself. Advocates for liberal education in the humanities have long argued that the critical thinking skills engendered in these fields are crucial to developing and maintaining democratic discourse. Instructors help students develop these critical thinking skills through the practice of critical pedagogy, defined as "a domain of education and research that studies the social, cultural, political, economic, and cognitive dynamics of teaching and learning." 12 This agency on the part of citizens is crucial because democracy is "not something done to people, but a process and a way of life pursued with an expanding community of others." For purposes of this paper, we define democracy not in terms of the mechanisms of representative government, but in this more social and communal sense. Thus, education can "make or break" democracy because education is what prepares citizens to take part in a common discourse.
Frank inquiry is an essential component of this discourse. As Edward Morgan notes, our public discourse suffers when media "exclude critical conversation about fundamental flaws" or "distract the public from . . . learning about their society and its institutions." Rather, a sound democratic discourse should "enlighten and inform the people so they achieve a level of understanding that enables them to act as citizens." 21 Ideally, citizens engaged in this discourse will not only ask the right questions of their society, but also follow through with actions that strengthen democratic institutions.
Of course, even established democracies must work to create and maintain such citizens-and losing ground is possible. Michael Gorman, a former president of the American Library Association, has commented that even "as American democracy has reached its theoretical ideal [universal enfranchisement] . . . it is in danger because of an increasingly ill-informed, easily manipulated, and apathetic electorate." Gorman sees critical thinking skills as a remedy for our "culture of sound bites," arguing that "[t]he best antidote to being conned by television is a wellreasoned book, article, or other text." 22 However, as we shall discuss, the barriers to developing an informed and information literate public are not just financial. To more fully implement and benefit from critical information literacy, Armenia, Azerbaijan, and Georgia will also have to overcome structural obstacles inherited from the Soviet model of higher education.
Norma Jo Baker and Chad Thompson characterize well the nature of the Soviet system of education that continues to influence educational pedagogy in the CIS today. In the former Soviet Union knowledge was centralized and can be referred to as a received "truth" transferred from professor "experts" to accepting and, as encouraged by the system, unquestioning students.
Indeed, students were and often still are expected to repeat "such ordained expertise. Independent student work or choice is foreign to this process, and a direct challenge to the entire educational paradigm-a paradigm in which students have invested as heavily as their instructors."
By contrast, the Western approach to university education over the last seventy years has, at its Like scholars at non-elite institutions around the world, researchers in the South Caucasus are turning to a global network of colleagues and resources to further their pursuits. Often, researchers in the sciences are the earliest adopters of tools and strategies that later spread to scholars in other disciplines. In part this is due to the high prices of scientific, technical, and medical journals and databases, but part of the answer also comes from the nature of contemporary scientific research. Science in the twenty-first century, as never before, "operates at the global level as a network-an invisible college. . . . The more elite the scientist, the more likely it is that he or she will be an active member of the global invisible college." 25 It is not surprising that so many of these titles are in the sciences; As Wagner notes, public support for the sciences is nothing new, but it increased sharply in the latter part of the twentieth century due to "growing appreciation of science's contribution to national security, following the outbreak of two global conflicts in three decades." Furthermore, "in the years just after World War II, it became clear that science and technology catalyzed economic innovation and growth." 28 Thus, given the history of the South Caucasus during the twentieth century, and the political and military competition since, it makes sense for governments in the region to seek both security and economic development through science.
The NAS in Armenia has also launched an online Fundamental Scientific Library Dr. Zayseva indicates that at the time of this writing, Khazar University "is still in the process of establishing guiding principles and best practices" for KUIR. The university has, however, prioritized the elements fundamental to the successful implementation of the repository. These include:
 Identification of the content and its ownership. However, as mentioned earlier, Azerbaijan offers the only institutional repository in the region and thus may serve as a useful model for its neighbors to establish a comparable practice.
Similarly, Azerbaijan may look to Armenia and Georgia in the development of a national or federal-level digital library. That the republics of the region could make these strides in the face of economic collapse and political instability should be viewed as a triumph. However, having the necessary technological infrastructure and expertise in place does not in itself guarantee success for researchers. Digital scholarship also depends upon reasonably free interaction with the "global invisible college" described above. Yet even as the scholarly communications infrastructure in the South Caucasus rises to meet international standards, political actors in all three countries are moving to restrict the volume and nature of information available via the Internet, and it is to this we turn next.
IV. Internet Filtering and Transparency
Open scholarship relies for its effectiveness on access to a spectrum of online resources.
However, as mentioned in the Introduction, the countries of the CIS are developing a reputation for leading the world in "the development of next-generation controls" that filter and block strategies tend to be more subtle and sophisticated and designed to shape and affect when and how information is received by users, rather than denying access outright." 38 If left unchecked, these control strategies threaten to stifle access to the range of resources necessary for an informed citizenry to participate with full awareness in the civic sphere.
Before considering access controls in Armenia, Azerbaijan and Georgia individually, it will be helpful to first look at the development of these interventions within the CIS and to answer the question, how do second and third generation controls differ from those of the first? First generation controls consist of "for the most part . . . building firewalls at key Internet choke points." In order to better understand the strategy and tactics employed by the governments in the South Cacusus, it is worth describing the remaining two levels of control here in detail.
Second-generation controls create a legal and normative environment and technical capabilities that enable actors to deny access to information resources as and when needed, while reducing the possibility of blowback or discovery. These controls have an overt and covert track. The overt track aims to legalize content controls by specifying the conditions under which they can be denied. Instruments here include the doctrine of information security 39 as well as the application of existent laws, such as slander and defamation, to the online environment. The covert track establishes procedures and technical capabilities that allow content controls to be applied ''just in time,'' when the information being targeted has the highest value (e.g., during elections or public demonstrations), and to be applied in ways that assure plausible deniability.
The remaining level of control employs subterfuge, propaganda and disinformation so that the actor's intention remains invisible while extending the reach and possibilities of the previous generation:
Third-generation controls take a highly sophisticated, multidimensional approach to enhancing state control over national cyberspace and building capabilities for competing in informational space with potential adversaries and competitors. The key characteristic of third-generation controls is that the focus is less on denying access than successfully competing with potential threats through effective counterinformation campaigns that overwhelm, discredit, or demoralize opponents. Third-generation controls also focus on the active use of surveillance and data mining as means to confuse and entrap opponents. open acknowledgement, or where the practice of filtering is actively disguised to appear as network errors, the transparency score is low." Political filtering "is focused primarily on Web sites that express views in opposition to those of the current government. Content more broadly related to human rights, freedom of expression, minority rights, and religious movements is also considered here." 41 For each country of the South Caucasus, we will examine the degree of openness and controls found in cyberspace.
Armenia

Over two hundred years ago, Edward Gibbon penned The Decline and Fall of the Roman
Empire. In the book Gibbon describes Armenia, from time immemorial to the late 18 th century when he was writing, as "the theater of perpetual war." 42 Relatively recently "Armenia has struggled through political instability, regional conflict, and widespread poverty and unemployment." 43 In theory and by law, in order to conduct surveillance in Armenia, law enforcement must issue a warrant detailing the grounds for such action and the particulars of data to be mined, the venue, evidence or justification of the measure, and its duration. There are, however, several exceptions built into the law which obviate the need for a warrant. In these cases, surveillance is permitted as a time-saving device to safeguard national security and to protect against a possible terrorist attack. Moreover, there is an additional clause that facilitates censorship on demand, requiring
ISPs and operators to assist authorities engaged in surveillance.
Azerbaijan
While Internet access is generally uncensored in Azerbaijan, significant filtering does occur on a selective basis. The government also restricts freedom of expression and of assembly, especially "in the run-up to, and during elections. Journalists have also complained about harassment and intimidation." 48 The reach of the authorities also extends into Internet cafes. In 2007, for example, the government arrested and indicted an Internet café owner and customers on charges of organized crime. The "crime" in question here was to view a caricature of the Azerbaijani president online.
The case of Eynulla Fatullayev illustrates how the free flow of information in Azerbaijan can be selectively suppressed through a legal framework at the will of the government. As the editor of the country's largest independent newspaper and an outspoken critic of the government, 
Summary and Comparison: Filtering Practices
As befits nations engaged in advanced filtering techniques, Armenia, Azerbaijan and Georgia maintain largely open and unrestricted Internet access-most of the time. For as we have seen, the information flow can be shut rapidly when the authorities deem it necessary to their interests. However, despite these observed differences in political culture, all three countries use both second-and third-generation filtering schemes and display low transparency, so that the filtering is not acknowledged or is even actively disguised. The ONI has stated that Azerbaijan's and Georgia's acts of filtering are "selective" while distinguishing Armenia as the only country of the three to engage in "substantial" filtering. One could argue, however, this distinction becomes blurred since, as the examples cited above reveal, all three nation-states employ equally advanced filtering methods in an environment that encourages self-censorship on the part of media. Certainly government actions taken both during Armenia's 2008 presidential elections and during Georgia's 2008 war with Russia were out of the ordinary when compared with daily practice. Yet they resulted in blanket censorship for a brief period, at exactly those times when the need for more information was critical for citizens to determine the true nature of events. At this writing, censorship evidently continues in Georgia, as the Agence France Presse has reported protesters in Tbilisi holding placards calling for "free media" and protesting the government's use of force in ending five days of peaceful protests.
54
As Gibbon has already noted, war has a long history in the South Caucasus, and-excluding the calm imposed by Soviet rule-this pattern continues today. Indeed, Armenia, Azerbaijan and Georgia may all be considered theaters of war or wars-in-the-making. This being the case, the ongoing need for internal order and control is at a premium for the governments of these three nations. Not surprisingly, many in government view the Internet and other telecommunications through the lens of national security, so that "these countries have increasingly turned to security-based arguments-such as the need to secure 'national informational space'-to justify regulation of the sector. Consequently, the region is a leader in the development of nextgeneration information controls." 55 Second and third generation controls are the perfect tool for South Caucasus governments, because such tools may still be deployed through or even enabled by legal or constitutional frameworks.
V. Conclusion
As discussed earlier, libraries in the South Caucasus lost the financial and material support of the taxpayer-funded research, following the example of the U.S. National Institutes of Health. In the end, the beneficiaries would also include the general public, as free online access leads to a better educated populace who are better able to engage in the mechanisms of participatory democracy.
Educating such an informed citizenry, however, depends upon the free flow of nonbiased information. As Usova notes, open access initiatives can contribute to this process in that they not only increase access to information, but also "bring transparency to research institutions" and improve "social and economic development by cultivating well-informed and thinking citizens." 58 To reach these goals, however, educators must confront a complex and subtle power structure. Edward Bernays first articulated this covert system in his seminal tome Propaganda,
writing that "manipulation of the organized habits and opinions of the masses is an important element in democratic society. Those who manipulate the unseen mechanism of society constitute an invisible government which is the true ruling power of our country." Bernays was, in fact, an advocate of this approach and wrote extensively on the "technical means . . . by which opinion may be regimented," primarily via public relations. 59 Since the publication of Propoganda in 1928, these means of influence have multiplied in an ever-expanding assortment of entertainments, amusements, distractions and media.
In the face of these mechanisms of distraction or even disinformation, an unfiltered Internet is important as a countervailing force. The Internet offers people "a platform to distribute their own messages in an alternative manner to that of the dominant commercial media," 60 students not only to better search sources of information but to be more discerning in weighing and evaluating whether or not these resources have been censored or filtered. The philosopher Martha Nussbaum, among others, supports the link between critical thinking and its impact on civic participation. For Nussbaum, developing "active critical faculties" is vital for democracy, whereas its opposite, passivity, is "fatal" 61 for the health of civil society.
As we have seen on the regional level, regimes invested in maintaining power have thus far been successful in controlling the official narrative thorough the use of filtering and access control.
Political and social instability, coupled with the pressure of recent or ongoing military conflicts, pose major threats to the progress of democracy in the South Caucasus. Given the low levels of transparency in the region, access to quality information from beyond national borders is crucial.
As Parenti writes, "[m]any of our political perceptions are shaped by culturally prefigured templates implanted in our minds without our conscious awareness. To become critically aware of these ingrained opinions and images is not only an act of self-education; it is an act of selfdefense." 62 For this reason, open access and liberal education are more essential than ever, both within and beyond the South Caucasus.
